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(54) Improved client-server architecture using internet and guaranteed quality of service 
networks for accessing distributed media sources 



(57) An improved client-server architecture of the 
present invention utilizes the advantages of known QOS 
networks to provide guaranteed quality of service, secu- 
rity, and a charge mechanism for handling requests ini- 
tiated over a packet network, such as the Internet for 
access to distributed media sources. Such media 
sources may be independent of the QOS network pro- 
vider and may be located by browsing the Internet. A 
method of operating a client-server network enables the 
system level merger of the Internet and a guaranteed 
QOS network, such as the public switched telephone 
network, in order to provide the users with a complete 
information superhighway today. It will appear to the 
average user that the Internet and QOS network are 
fused together. Thus, when a user, connected to the 
Internet, selects an application that requires functionali- 
ties offered by the telephone network, such as guaran- 
teed QOS delivery of media information or customized 
billing, the Internet-resident application will communi- 
cate information to a server, which will in turn initiate a 
session over the QOS network for delivery of the 
required information to the client using client information . 
transmitted from the client (or from the application) to 
the server over the established Internet session. The cli- 
ent information may include a client account number, 
login and password, and/or phone number to enable the 
server to establish the switched network connection to 
the client. Accordingly, media sources which are sepa- 
rate and independent from the QOS network provider 
may be accessed using a secure, guaranteed QOS net- 
work in a manner providing for ease of identification and 
billing. 
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Description 

The present application is related to U.S. Applica- 
tion Serial No 08/402,664 entitled Client-Server Arch.- 
?Su!e Using internet and Public Switched Networks, 
S Mary 13. 1995. and to U.S. Application Serial No. 
087648260 entitled Multimedia Information Serv.ce 
Accei. filed on May 15. 1996. These three appl.cafons 
are co-pending and commonly assigned. 

TecJinjcal Field 

Th K invention relates to the Internet network and 
more particularly, provide an .rnproved dri«« 
architecture utilizing a packet network, such as the 
internet, and a guaranteed quality of service network, 
such as the public switched network, for access to at- 
tributed media sources. 



Rarb prnund »™ invention 



The Internet s global and exponent*! growth is 
common knowledge today. The Internet .s 
S^a large variety of connections > betweenm,.. ons o 
computers. Internet access is read.ly amiable to ,nc h 
Sis across the globe. Various ^on-line ^ c ^' 
ers such as America Online. CompuServe. Prodigy. 
Neicom etc' use PSTN with modems or .SDN adapt- 
etsSr client connections. These on-line 
11 maintain servers on the Internet proving client 
access to the Internet. 

The recent developments on the World VWeW* 
user interfaces and information navgaton software 
such as the Netscape web browser, coupled w* a con- 
tinuously growing number of public ^ P^ers 
are making the Internet a fundamental component ot 
Zl irfoTmation age. if not the information super highway 
tee WoTd Wide'web sites on the Internet are typ-caHy 
accessible through a browser program which inters 
scripts written in Hyper Text Markup ^Q^^™^ 
Users may browse the World Wide Web for vutually any 
S of" formation, including information hav.ng content 
derived from one or more med.a. such as words 
sounds or images. It is desired to enable ttie on- 
Smand access to a variety of sources of med.a mfor- 
nation using the Internet. 

On the other hand, it is also well known that the cur 
rent Internet is deficient, as compared to o*er existing 
networks, in the following three fundamental ^.onal 
Hies expected from a complete ^t.on^etwo rtO) 
quality of service (QOS). 2 security, and 3) an easy ana 
SbTe mechanism to charge for the informatior and 
transmission services. These deficiencies ^courage 
not only media providers from providing real-time on- 
□enS access to media source information over the 
Set but also users who might otherwise desire to 
pur Se real-time onOemand access to informa ion 
Sd by such media sources. Although recent develop- 



me nts in the Internet Protocol <^£^2£ 
cations show promise for prov.d.ng «*«J£L 
transmission and real-time support, without a globally 
agreed and implemented billing mechanism, guaran- 
. fe^OSover^ 

Z ernei today. One such service which 

nuatelv provided by the Internet would be a request tor 

3333^ 

these shortcoming of the Internet ana 
so Tsing a QOS network such ^^^S. 
phone network, in tandem with the ana- 
guaranteed quality jd ^^^^SiSS. 
Ilexiblebilling mechanism. Tnepreserrt ^ 

these advantages to enhance a^essjo 
3S media sources that are unbundled from or 

from the server architecture. 



-iiimmtiry gf &£ invention 
present invention will make it appear ic . 
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selects an application that requires enhanced function- 
alities offered by the telephone network, such as guar- 
anteed QOS delivery of media information or 
customized billing, the Internet-resident application w.H 
communicate information to a FusionNet server, wh.ch 5 
will in turn initiate a communications session for on- 
demand delivery of the required information to the client 
over the QOS network using client information transmit- 
ted from the client (or from the application) to the server 
The client information may include a client account 10 
number, login and password, and/or phone number to 
enable the server to establish the switched network con- 
nection to the client. Billing for service and transmission 
may proceed as in a normal or collect telephone call. 
There is no security problem or complicated idenWica- 15 
tion mechanism. Also, because of the built-in 1 secunj >oi 
the telephone networks, FusionNefs guaranteed QOS 
path does not require a firewall between the client an 
the outside world in order to avert unauthorized access. 

Accordingly, media sources which are separate and 20 
independent from the QOS network provider may be 
accessed using a secure, guaranteed QOS network in a 
manner providing for ease of identification and billing. 

25 



Brief Description of th e Drawings 

FIG. 1 shows an illustrative client-server architec- 
ture using both the Internet and a guaranteed QOS net- 
work in accordance with an embodiment of the present 
invention. 

FIG 2 shows another depiction of an illustrative cli- 
ent-server architecture using both the Internet and a 
guaranteed QOS network connected to a media source 
through a gateway in accordance with the present 

invention. . 

FIG 3 shows a variation of the client-server archi- 
tecture in which a client connects to the Internet and to 
the FusionNet server through a service provider in 
accordance with the present invention. 

40 

r etailed De scription 

The Internet is a dynamic packet network consist- 
ing of millions of interconnected computers which coukl 
run several applications, such as the World Wide Web. « 
Web browsers such as the one by Netscape are pro- 
grams using a graphical user interface that provides a 
user easy access to various services over the Internet. 
The present invention enables the above-identrfied 
functionality of a QOS network, such as the public so 
switched network, to be combined with the Internet 
functionality to enhance services provided by existing 
Internet applications and to create new ones. 

The present invention provides a seamlessly inte- 
grated system that makes it possible to use a packet 55 
network, such as the Internet, together with a QOS net- 
work that offers functions such as 1) quality of service, 
2) security and 3) an easy and flexible charging mecha- 



nism at an enhanced level (as compared with the packet 
network). The QOS network may be a known switched 
nSwork such as the public switched telephone network 
(PSTN) the integrated services digital network (ISDN), 
in Synchronous transmission network (ATM). . cable 
network used for video or television programs, etc or it 
may also be private or corporate communication or data 
network as long as it provides enhancements in at least 
one of the three functionalities described above. 

A high level block diagram for a FusionNet services 
architecture is shown in FIG. 1 . With reference to FK3. 1 . 
Z system is based on a client-server architecture, 
where the client apparatus 100 may be either a per- 
^nafcomputer (PC), a single workstation or two such 
Sstems which can be operated in a coordinated man- 
ner (e g.. physically close systems, users who talk ove 
Z telephone, etc.). The key factor is that each client 
Stion 100 requires two logical network connections or 
SeSces e g 101 and 102. One of these interfaces 
XoSel a connection to the Internet 1 30 wh.clv can 
oe nide through one of a number of 
ea a local area network (LAN) connection, a Sena 
SS internet Protocol (SLIP) or Point-to- Point Protocol 
(PPP) connection over a modem or over an \SOh port 
These connections are made through network 10 
whSnSy be either a private connection or the public 
switched telephone network. The second inter^ )2 
provides a connection to guaranteed QOS ne u. 
eg., a public or private switched telephcrt, . _ fc 
wSich rnay also be made through a ^n ISDN 
port or via a connection to a special LAN such as ; an 
ATM LAN or a LAN that offers bandwidth reservations^ 
K^ould be noted that these two interface . connec- 
tions 101 and 102 are defined at the logical 'eve^at* 
client apparatus 100 may have a single physical con 
Son^o modem, ISDN adapter, etc) that can be 
uS to attach it to both the .nternet 130 and the guar- 
anteed QOS network (e.g.. public switched network) 
12? For example, a modem with "Call Waiting" tunc 
tio^aliw an ISDN line used as two separate B channels^ 
an tZ LAN connection where the PSTN connection 
can be accomplished through a Wge^ v,deo 
telephony connection conforming to the CCITT Hjwu 
SSard which provides Internet connectivity over rts 
Sannellan provide the required two logical con- 
nections over a single physical ^""e^ 

Similarly a FusionNet server 140 has access 10 
b«*^J2 130 and the QOS network 1 .20 via 
network interfaces 141 and 142. A F™ 0 ^*™™* 
140 may be a computer or other software-driven 
n£hme y having processing capabilrty for carrying oul 
the server functions herein described, or it may be a 
Stw^ package that includes those sever unions 
and that operates on a computer or other sot** re 
driven machine. Generally, the system of FIG 1 enables 
a Suraiity of client computer-based apparatuses 100 1 to 
access a plurality of FusionNet servers 140 via Internet 
130 and QOS network 120. Typically, access to the 



3 



r JC"7SO 



EP 0 818 907 A2 



.nternet is made through a logical network interface 
132 Typically, access by a client apparatus 100 to 
Sorbet server 140 via the lnterneM30 utilizes the 
HyperText Transport Protocol (HTTP) which is 
accused using a browser application program available 
at the client apparatus 100. 

A general overview of the operation of the present 
invemion is as follows. A user at a client - 
connects to Internet 130 and requests an access to 
n^if information requiring enhance, 
not available on Internet 130. but offered by QOS net 

120. Illustratively, an 
would be one requesting a guaranteed QOS delivery 
security or customized charging. Providing such 
ShSedTnternet services would enable tine dehverv 
over the switched network of 1) real-time vdeo trans 
Son 2) real-time, high qualrty audio transmiss^or 
3 immediate access to sensitive data such * stock 

Xd Wide Web site could contain «2* 
one or more media sources, such as the type of media 
(e.g.. music, text, images, or mov.es) avartabte «tac 
ions (e g- a list of movies by title and lead Performers) 
and pric^g information. Atternatively . other inforn^ion 
sources available over the Internet (e.g.. a USENET 
newsgroup posting) could provide information about a 

Seating a desired media source 150 by 
browsinq a World Wide Web site 135. the user selects 
a S2s to the media source 150 by clicking on a refer- 
Scfp^nt contained in Web site 135. which in turn rn, 
Sti a orooram to establish a communications session 

network 160 and logical network .menaces 131 and 
141 During this process a program running *om JWeb 
itl 135 may request information about the client, for 
Sample Sd2*. telephone number^ togir .name 
aXassword. or an account number. The | client infor- 
mation along with information identifymg the ^ selected 
S?a source is then passed along to FusionNet server 
T40 oler communications path 160. Functi ons such as 
these may be implemented using the well-known Com- 
mo n (SSway Interface (CGI) for whi*pubhc 
Cementations are available for HTTP^mpatitte 

Sed o^n^Sce w*h a specification that can be 
TeS^oLned from the Internet. For example an 
nternet World Wide Web site maintained by the 
Nation!. Center tor Supercomputing Applications at the 
University of Illinois at Urbana-Champaign contains a 
description of CGI and its specification as well as a CGI 
program archive. 



media source. An addrKStorOTe ^ 

e ^onlt"^ 170 
by the FusionNet se^rver 14a communica tions 

T 'nefsTs ^pr^mCnications network the 
10 channels, e.g.. a ^™ once a communications 

a, ,* den, 100 This -f^S^^^nneLn 
over the puDiic switoncu se rvice 

25 pirtu , eTe r pes series) and can be usea 

puters (e.g.. p '^™ ^ would incluae a 

lor this purpose. Client apparatus 
program that accepts incoming pnone ^ J i> 
ware is also available from ^ n ^ e °^ 9 b y Sy of 
30 Tel'" PCS series). Such a callmay T>e biHed oy y 
the standard call ^^etr^ds e^g «fcrto 

party «^2«££ESno for •» 
SSS— S as we., as enhance* secur* 
35 Sd complicated identification ^ ^ 
needed. In a typica ^^.^it^QOS 
between a client and server. internet session 

network connection may '«^£££? to use an 

«... can then be J^f^J^JTSSSpW- the 
another process. FusionNet se^J« rnp ^ 

<5 QOS connection between 1 ^ent commun ica- 

selected media source 1 » J^fSSw* 140 ^ 
tions session over path 180 between ui« 

be made using the PSTN, or iou causes the 

50 QOS network. FusionNet "J^^^Srt 100 
over the OQS connection, and server 14^ 
control over the ^ Process by m**^ ^ 
source 150 to. e.g.. stop, pause, u> 
55 requested media information. Q d 180 

^ Typically. QOS network connections 120 a 
will be of a common type < e ^.^ |e ^ert a switched 
FusionNet server 140 may s.mple implement 
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connection of the two QOS network connections provid- 
♦hTrrfnre a sinqle connection between client 100 
9 h Source 150 to permit transfer of media infor- 

throuah FusionNet server 1 40. 

Where the transfer of information through network 
120 and network 180 retires more than 

o n data conversion or data reror 
SSS a ^ gateway 100 as shown 
Trg 2 operates to transfer media informal from 
. rt 150 to client 100. All of the other elements in 
So 2 are the same as those in FIG. "L and tteretore 
hLar the same reference numerals. Once the QOS 
na^y connection is established. FusionNet server 
Su^s media source 150 to transmit the des.red 
SSon to client 100. The FusionNet gateway 
20?may * necessary, translate or reformat 

» ic; transferred from source 150 to ciiem iuu. 
Gate^a S?£? alernatively, adjust to the clients 
^aieway * w , transaction, the 

SSJXS^^^tSd^ FusionNet 
^TmaTthen complete any remaining billing 

prw rvSrr^ 

be denld by shying the client connection ^natty 
7~ a F .«ionNet service provider as shown in FIG. 3. Tne 

iceproviderwhich.inturn.wouW^^ 
icat connections for the Internet and the QOS networK 
connection to the FusionNet server. respect.velyjh.s 
has the advantage of providing a c ent access to toe 
FusionNet architecture by making only a singte phys cal 
connection which may reduce the 
apparatus as well as remove the need for the client to 
Senate two logical connections. "--"^^J 
a ~ er at client station 300 establishes a connection 310 
wHh FusionNet service provider 320. Connection 310 ns 
T DOint-to-point connection made using logical .nter- 
fccTs 3oTa^ 321 through a QOS network that may be 
one of the known channels such as the PSTN, or ISDN 
or a private telephone network. a ^ h »«-ture 
in this variation of the client-server archrtecture 
FusionNet service provider 320 has the > capab, My o 
establishing communications sessions with the Internet 
anSw m l FusionNet server that are functionally equiv- 
a"emto the sessions among the client, the Internet .and 
toe FusionNet server described above with reference to 
Sgs 1 and 2 In FIG. 3. a communications sess.on is 
Sli hS between the FusionNet service provider 
and the Internet using communications path 33 and 
logical interface 322. which correspond to path 110 and 
Sea. interface 101 shown, respectively, in FIG S-^and 
2 Similarly, in FIG. 3 a commun.cations sess.on 



between the FusionNet service provider and the 
F^Net server is established using path 340 and £ 
ical interface 323. which correspond to pato 120 and 
,ogical interface 102 shown, respectively in RGS 1 and 
. 2 FusionNet service provider 320 also has the ^capab.1 
5 t of obtaining and supplying the client information^ and 
?ansferr.ng the des.red media information obtained 
Tom the selected media source to the client^ Sincetoe 
uLr is connected to the FusionNet service provider 
Snuoh a point-to-point dedicated connection, tine 
10 Sages* using a QOS network as described 
above can be preserved. 

The remaining steps in obtaining access to the 
selected media source 
,s With reference to FIGS. 1 ana w . 
service provider 320 shown in FIG 3 
olace of client 100 that is shown in FIGS. 1 and ^ . i nu*. 
whereas the client is the requesting party ,n the embod- 
wneieao FusionNet service 

25 me Internet has been described which utilizes toe 
1 Jr*an~ of known QOS networks, such as the 
SETS Pr^aranteed quality of service, sea, 

Surce to ^niiem. A variation of the architecture pro- 
35 vTdeTfor thTctnt functional* to be included 

Terttoe provider so that a user may obtain the benef rts 
of the FustonNet architecture while making only a s.ngle 
connection to the service provider. 



40 Claims 

1 a method linking a requesting party (100) to a 
" selected one of a plurality of media sources (1 50) 
Se over a packet network (130) ir . response 
45 to a client request, characterized by the steps of. 

selected media source at a server (1 40) over a 
^o^Scations session established usmg 
the packet network (130); 

b. establishing a second communications ^ses- 
sion between the server and the selected 
mediasource(150);and 

c. transferring information over J* se^nd 
communications session to cause ****** 
media source to transfer media .nformat.on. 
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subject to the control of the server, to the 
Resting party over a third c-mu^ns 
session established using a network (120 hav 
fnTat least one functional quality different from 
afunctional quality of the packet network. 

The method according to claim 1 characterized in 
that the requesting party is the client. 

The method according to claim ^^T^ 
ized in that the packet network .s the Internet. 

The method according to claim 1. characterized in 
mat me client information includes a communica- 
Z numoer for use in establishing the third commu- 
nications session with the request.ng party. 

The method according to claim 1, characterized in 
mat ft. client information includes a login and 
oisword from which the server determines ; a t com- 
mutation number for use in establ.sh.ng the th.rd 
Tomm^ions session with the requestng party 
or includes an account number from which tne 

in establishing the third communications session 
with the requesting party. 

5 The method according to claim 1 , characterized in 
W me client information includes a commumca- 
S nunioer for use in bi.ling the client or includes a 
Sn and password from which the server de er- 
SK. a communication number for use m b hng 
dient or includes an account number from 
which the server determines a commun.cat.on 
number for use in billing the diem. 



10. 
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The method according to claim 8 or 9. further char- 
IcterTzed by the step of transferring addrtiona. client 
frSmaton from the requesting party to the server 
oveMhe third communications session for use in 
billing the client. 

The method according to claim 10, characterized in 
JhS the additional client information mc udes an 
account number for use in billing the cl.ent 



12. 



20 



25 



30 



35 



The method according to claim 1. characterized in 
Art The third communications session is estab- 
Sed by linking each of the selected media source 
and the requesting party to a gateway. 

13 A system for linking a requesting party (100) to a 
seS one of a plurality of media sources (150) 
Se over a packet network (130) in response 
to a client request, characterized by: 

a. a server (140) for communicating with a 
selected media source; 

b. afirst interface (141) for receiving 
mation at the server using the packet network, 

c a second interface (143) for establishing a 
communications session between the server 
and the selected media source; and 

d a controller causing the selected media 
source to transfer media informaton to the 
testing party over a communicatons ses- 
sSn eSSJ using a network (120) having 
Z least one functional quality different from a 
functional quality of the packet network. 



7. 



9. 



The method according to claim 1 , further 
ized bv the step of before transferring information 
S£ me second communications session to cause 
me media source to transfer media .nformat.on to 

ne testing party over the third commun.cat.ons 
SLSSTSSS^nQ the selected media . source 

uSng the second communications sess.ontodete 

mine the availability of the requested media infer- 

mation. 

The method according to claim 1 or 7, character- 
ized in that the third commun.cat.ons session e 
est blshed among me server, the requesting party, 
and the selected media source. 

The method according to claim 8, charact »i zedjn 
that the third communications sess.on .s estab 
Sed using a modem or using an ISDN adapter o 
SS L public switched telephone network or 
1 ino a private telephone network or using a h.gh 
speed data transmission link or using a cable net- 
work employed for video or television. 
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14 The system according to claim 13, characterized in 
" mat me requesting party is the client. 

,5 The system according to claim 13. characterized in 
" mat the packet network is the Internet. 

16 The system according to claim 13. ^^edj* 

16 - i2 me f irst interface includes a 

to transmit informaton accord.ng to the Internet 
Protocol or includes means responsive to the client 
nSuest for denying the selected med jv .ouwji 
' „L r to establish the communicatons session 
beteen «S server and the selected media source. 

17 The system according to claim 13. further charac- 
£2? a third interface for establishing a com- 
munions session among the nqujjM party, 
the server, and the selected media source. 

1ft "me system according to claim 1 7, characterized* 
ma^ the mird interface includes a mechanism used 
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to establish communications session employing the 
public switched telephone network or employing a 
private telephone network or 

employing a high speed data transmission 
link or through a cable network employed for video 
or television. 

19. The system according to claim 17, characterized in 
that the third interface includes a modem or an 
ISDN adapter. 

20. The system according to claim 13. further charac- 
terized by a gateway for linking the requesting party 
and the selected media source. 
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, mpr oved client-server architecture using internet and guaranteed oua.ity of service 
networks for accessing distributed media sources 

may be accessed using a secure. oumntoid .QOS net- 
work in a manner providing for ease of .dentrf.cat.on and 
billing. 



(57) An improved client-server architecture of the 
present invention utilizes the advantages of known QOS 
networks to provide guaranteed quality of service, secu- 
rity, and a charge mechanism for handling requests ini- 
tiated over a packet network, such as the Internet Jtor 
access to distributed media sources. Such media 
sources (150) may be independent of the QOS network 
provider and may be located by browsing the Internet 
(130). A method of operating a client-server network 
enables the system level merger of the Internet (130) 
and a guaranteed QOS network (120), such as the pub- 
lic switched telephone network in order to provide the 
users with a complete information superhighway today. 
It will appear to the average user that the Internet (130) 
and QOS network (120) are fused together. Thus, when 
a user, connected to the Internet (130). selects an appli- 
cation that requires functionalities offered by the tele- 
phone network (1 20), such as guaranteed QOS delivery 
of media information or customized billing, the Internet- 
resident application will communicate information to a 
server (1 40), which will in turn initiate a session over the 
QOS network (120) for delivery of the required irtorma- 
tion to the client using client information transmitted 
from the client (or from the application) to the server 
over the established Internet session. The client infor- 
mation may include a client account number, login and 
password, and/or phone number to enable the server to 
establish the switched network connection to the client. 
Accordingly, media sources (150) which are separate 
and independent from the QOS network (120) provider 
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